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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	Define hacking and briefly mention its primary impact.
	L1
	CO1
	[2M]

	2
	List any two component parts of an Information Security Program.
	L1
	CO2
	[2M]

	3
	What are 'Inherent Limitations' in planning a controlled attack?
	L2
	CO3
	[2M]

	4
	Demonstrate two common methods used in physical security reconnaissance.
	L2
	CO4
	[2M]

	5
	What is war dialing, and how it is used in network exploitation?
	L2
	CO5
	[2M]

	6
	What is the role of aligning findings in the deliverable phase?
	L2
	CO6
	[2M]

	7
	List any two categories of Information Security Models.
	L1
	CO1
	[2M]

	8
	List two tools commonly used for internet reconnaissance.
	L1
	CO3
	[2M]

	9
	What is the primary purpose of a deliverable in a cybersecurity engagement?
	L2
	CO5
	[2M]

	10
	Define deliverable.
	L1
	CO6
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Explain the stages of the hacking framework and their importance in planning a security test.
	L2
	CO1
	[5M]

	
	b)
	Explain how planning the test is performed.
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Illustrate the Component Parts of the Information Security Program.
	L3
	CO2
	[5M]

	
	b)
	Discuss the role of security policy in addressing business challenges and achieving objectives.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	How do security model influence business impacts within organizations?
	L3
	CO3
	[5M]

	
	b)
	Discuss the Physical Security and Internet Reconnaissance
	L3
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Describe the tools and techniques used for internet investigation and how they contribute to the hacking lifecycle.
	L3
	CO4
	[5M]

	
	b)
	Demonstrate how physical security issues can lead to vulnerabilities in hacking, providing at least three examples
	L3
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Discuss the steps involved in enumeration and their significance in preparing for the next phase of hacking.
	L3
	CO5
	[5M]

	
	b)
	Write short notes on  i) SNMP   ii) DNS 
	L3
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Explain the seven steps in incident response.
	L2
	CO6
	[5M]

	
	b)
	Explain phases of integration.
	L2
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Describe 'Security Architecture' in the context of information security models?
	L3
	CO1
	[5M]

	
	b)
	Describe the ethical hacking contribute to the risk 
analysis process?
	L3
	CO2
	[5M]

	
	
	
	
	
	

	18.
	a)
	Explain how social engineering can be combined with internet reconnaissance to gather sensitive information about a target
	L2
	CO4
	[4M]

	
	b)
	Discuss intuitive testing in exploitation give with an example.
	L2
	CO5
	[3M]

	
	c)
	Discuss the role of aligning findings in the deliverable phase.
	L2
	CO6
	[3M]
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